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Abstract

Today, advances in artificial intelligence have brought about significant changes in various business areas, especially
digital marketing, and have made it a priority for managers. Artificial intelligence helps marketers produce targeted
content, predict channel effectiveness, analyze customer behavior, and personalize their experience. While artificial
intelligence is experiencing increasing growth in marketing, its application will be accompanied by numerous
challenges, and limited research has addressed its dark sides in this area. On the other hand, exploring the ethical
challenges of using artificial intelligence in digital marketing in the country is an undeniable necessity, given the
different cultural and social context. Therefore, the present study seeks to identify and prioritize the ethical challenges
of using artificial intelligence in digital marketing in order to help managers reduce the negative consequences of such
technological initiatives. The present study is applied in terms of purpose and has a mixed approach in terms of data
collection. In the qualitative part, by conducting ten semi-structured interviews and using the content analysis method,
the ethical challenges of using artificial intelligence in digital marketing were identified and categorized into six
categories and 37 indicators. In the quantitative part, these challenges were prioritized using the Shannon entropy
method. Finally, the identified categories are, respectively, discrimination and bias of artificial intelligence algorithms,
lack of transparency and reliability of artificial intelligence algorithms, destructive effects on individuals, invasion of
privacy, incorrect content, and adverse economic consequences. A review of studies in this field reveals that despite
the growing desire of managers and researchers to use artificial intelligence in marketing, addressing its dark aspects
with a holistic approach has been neglected; Therefore, the most important knowledge contribution of the present
study is to fill the gap in the literature by analyzing the ethical aspects of dark aspects of artificial intelligence in digital
marketing in the socio-cultural context of our country of Iran, as well as prioritizing them, in order to provide practical
insight into the challenges of using artificial intelligence in digital marketing and to assist policymakers and decision-
makers in the fields of culture and technology in adopting solutions to reduce the dark aspects of such technologies.
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